
Trends in the importation of 
Border Controlled Drugs  

Detective Sergeant Keith RANDALL 
AFP Crime Operations, Melbourne Office 
 



About the AFP 
The AFP's role is to enforce Commonwealth criminal law and to 
protect Commonwealth and national interests from crime in 
Australia and overseas. 
 
Current areas of focus include: 
•preventing, countering and investigating terrorism  
•illicit drug trafficking  
•transnational and multi-jurisdictional crime  
•organised people smuggling, human trafficking and slavery  
•serious fraud against the Commonwealth  
•high-tech crime involving information technology and 
communications  

•regional peacekeeping and capacity building; and  
•money laundering. 

Presenter
Presentation Notes
In 30 years, the AFP has changed dramatically and doubled in size, now with more than 6,000 members. 
Our investigations encompass a variety of crimes, from child sex offences to tax evasion, drug smuggling and terrorism. Members work as general duties police in the ACT, uniformed police at Australia's major airports, detectives, liaison officers and in a variety of specialist fields.
In addition to offices in every Australian capital and some regional centres, the AFP also has members working at 31 international posts and 11 overseas missions.
As a national police agency, the AFP is in a unique position to combat transnational crime as it straddles both national and international elements of law enforcement. 
It works closely with its partner agencies both in Australia and overseas to combat all forms of criminal activity. The AFP believes a multi-jurisdictional, multi-agency approach is essential to combating crime and in responding to emergency situations such as bushfires, tsunamis and other natural disasters.
It is also involved with helping to develop law enforcement capabilities for police agencies in the Pacific region and further afield through the International Deployment Group




Illicit Drug Strategies 

 Detection 
 Prevention 
 Disruption 
 Prosecution 
 Supply reduction  
 Capacity building 
 Intelligence 

sharing 
 Joint investigations 



Serious Drug & ML Offences 

 S.307.1 / S.307.8 Crim Code – Import / Possess 
commercial qty of BCD.   

 Penalty = Life Imprisonment 
 

 S.307.2 / S.307.9 Crim Code – Import / Possess 
marketable qty of BCD.  

 Penalty = 25 yrs Imprisonment 
 

 S.400.3 – 400.9 Crim Code – Dealing in 
proceeds of crime ($1M + / any value). 

 Penalty = 25 yrs to 12 months Imprisonment  
 
 

 
 

Presenter
Presentation Notes
Most of our investigations are prosecuting INDICTABLE offences, rarely summary offences – serious penalties, however they require hand-up briefs of evidence.  Many are large and complex.  Courts generally still want paper briefs.  Electronic briefs are happen but not often.



Customs and 
Border Protection 
Service Front 
Line Officers 
 
Law Enforcement 
Front Line 
Investigators 
 
Forensic and 
Intelligence 
Analysts 

Acknowledgements 

Presenter
Presentation Notes
Intelligence gathered on and off –shore from NGO’S / State and O/S Police  steer our strategic and tactical directions.  For example – ICE problem in Victoria



Drug Detections by Weight  
2010 - 2013 
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Trends in International Mail 
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Presenter
Presentation Notes
From CUSTOMS Analytical Reporting 

ATS most significant and increasing trend
MDMA significant steady increase trend
Recent heroin spike 
GBL increase
Cocaine steady
Precursors decline
Cannabis steady but a lot of seeds



Trends in Air Cargo 
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Asian organised and 
syndicated crime 
groups 

Large Commercial 
Importations 

Presenter
Presentation Notes
April 2013 Op ADANEL (AFP/CUSTOMS/ACC/VICPOL + HK POLICE)  - intelligence provided by the ACC and examining a container that had arrived at the port of Melbourne from Hong Kong.  Inside the container were 3,332 bottles of carpet stain cleaner containing an estimated 365 litres of methamphetamine suspended in liquid = 280kg of pure methamphetamine, with a total street value of up to $205 million. The operation culminated in the arrest by the AFP of a 45-year-old Hong Kong national and a 31-year-old Canadian national.

July and October 2014 Op ATONAL (AFP / ACC / VICPOL / WAPOL)  seizures of 135 kg crystal meth in Melbourne and 85 kg in Perth, plus $1.8 million seized .  Several members of Taiwanese drug group  and Hong Kong money couriers arrested



West African and 
Chinese / HK 
Organised Crime  
 
Scatter-gun risk 
mitigation strategy 
 
On-line monitoring  
 
Interstate re-
directions  

High Volume / Low 
Quantity Imports 

Presenter
Presentation Notes
Most commonly AIR CARGO but also AIR MAIL and AIR PAX baggage



Social network  
and technology 
savvy 
 
PO boxes and 
redirections using 
false or stolen ID 
 
Quickly escalate 
from users into 
significant 
traffickers 
 
Vulnerable to 
established crime 
groups  
 

Dark Net Imports 

Presenter
Presentation Notes
Since Silk Road 1.0 was closed in October 2013 there are at least 14 operational sites with a further 20 unconfirmed or under construction, but volatile with some opening & closing in short timeframes.  Sheep Marketplace closed in Dec 2013 and scammed approx $40 mil in Bitcoins
Some sites sell all types of drugs, but some focus on specifically on cannabis – Budster and Behind Bloodshot Eyes
Site types have diversified and some exist on other anonymous networks such as I2P, FreeNet instead of TOR.
SilkRoad 2.0 and Agora MarketPlace seem to have lead.

Importers are commonly in profile of youth / 20 somethings – sourcing high quality personal use and limited trafficking within their own network.  This commonly escalates into major dealers as on-line vendors using the postal system and vulnerable to forced takeover by organised crime.  



Mexican – South 
American drug 
cartels 
 
 

Small Craft 

Presenter
Presentation Notes
Above example was August 2013 Project Cringle (joint AFP/Customs/DEA) investigation targeting criminal organisations using the South Pacific as a transit point and staging area for their activities.�A multi-agency law enforcement operation across the South Pacific resulted in the seizure of approximately 750 kilograms of cocaine in Vanuatu. The consignment, which was hidden in a yacht in the lower engine compartments and around the keel area of the hull, is estimated to be worth approximately $370 million.�The efforts of all agencies involved in Project Cringle, along with authorities in Tonga, the Cook Islands, Vanuatu and New Caledonia have resulted in almost two tonnes of cocaine destined for Australia being seized from five vessels since 2010.�
Op AVALON (AFP/CUSTOMS/QPOL/VANUATU Pol )  in Nov 2011 seized 300kg of cocaine and $3Mill 



Vulnerable Asian and 
Western country drug 
users / traffickers / debt 
bondage victims 
 

Body Pack / Internals 

Presenter
Presentation Notes
Internal concealments – highly dangerous and relatively low amount imported < 250 grams or more if a combinations of methodologies used.
Death by overdose is likely outcome if a pellet bursts.  I have been to Post Mortems.

Above example relates to a Melbourne female of Vietnamese heritage who husband forced her to “swallow and stuff” the pellets in order to repay his gambling debts.

Body packers are commonly expendable “drug mules” seeking a quick financial return.



Apply on line – 
anywhere and 
anytime 
 
No verification of 
application details 
 
Unlimited number of 
account  registrations 
allowed 
 
Data held by 3rd Party 
Service Providers 
 
24/7 Access 

Future Challenges 

Presenter
Presentation Notes
Introduced in October 2011 and expanding rapidly.  The aim of the service is to provide customers access to their parcels at any time of the day, removing the issue of picking up missed deliveries during business hours.

There have been numerous BCD, Precursor and illicit Firearm detections (and other dangerous goods) imported in this way.

Customs creates email address on any free email provider (ie Hotmail / Gmail / Outlook) using fraudulent details.
This email address used to register new Parcel Locker account on Aust Post website.
Customer enters the home address of a vacant lot or rental property.  AustPost only check if address exists.
Customer chooses to receive notifications via email, so no mobile phone number is recorded on account.
AustPost issues Customer Number with none of the details on record matching the true identity of the customer.
When ordering parcels, they use words “Parcel Locker”, their Customer Number and parcel locker location
Once parcel arrives, AustPost sends customer a numerical code by email or SMS.  Each parcel is in a random locker (unlike PO Boxes).  Usually 48 hours availability to collect.




Multi-agency 
Government and 
LEA Joint 
Taskforces 
 
Resource sharing 
 
Intelligence 
sharing – on and 
offshore 
 
Engagement with 
service providers 
 
Prevention and 
deterrence 
strategies – social 
and mainstream 
media 
 
 

The Joint LEA Response 

Presenter
Presentation Notes
No one police agency has the resources to effectively combat the drug problem.
All AFP drug investigations usually have engagement with at least one joint partner – whether it be Customs or State Police – but also include non LEA or regulatory government agencies.  Now several joint taskforces are in place or being established;  Examples include;
Trident/Polaris/Jericho Waterfront Taskforce – Customs/State Police/ACC/ATO/DAFF 			(Agriculture/Fisheries/Forestry) / AUSTRAC/ Office of Transport Security
JOCTF – Customs / ACC / ATO / AUSTRAC
AirStream /High Volume Crime TF – Customs / State Police / AFP / CACTF
Taskforces bring multiple skillsets, resources, legislative empowerments and to engage with industry organisations and service providers – for example Freight Forwarders and Self Storage Companies.

MOU between AFP and NMI for analysis/ signature profiling / impurity profiling / tactical chemical comparisons

Strategy to prevent and deter in company with NGO’s and Community Leaders using print and social media.  GBL / Fantasy Warning that went out on YouTube.





Capacity building of LEA’s in 
production and transhipment 
countries  
 
Transnational Crime Networks 
in Asia and Pacific Nations 
 
Intelligence sharing MOU’s 
 

Capacity Building 

Presenter
Presentation Notes
Skills development  and capacity building of  international police forces in need is a key platform for the disruption of transnational crime. The Pacific TCN, assisted by AFP and New Zealand Police advisors, comprises 18 Transnational Crime Units based in 13 Pacific Islands countries. 
AFP tailors contribution to the circumstances and feedback from local Police Command.  Determine what are shortfalls, what is unable to be provided by local government; and/or skills deficiencies.  Commonly the O/S police have the manpower however no finances for infrastructure, equipment or training;

Examples include;
Base infrastructure such as police stations and housing
Police vehicles – cars/motorbikes/specialist vehicles + Fuel
Technology and equipment – Computers and software; Forensic kits
Training – Basic policing to high end MOSC , Advanced Intelligence and Forensic  courses

AFP has MOU’s with numerous countries for the sharing of information and intelligence.



Following the 
money trail 
 
Prosecuting ML 
and drug 
offences 
 
 

Money Laundering 

Presenter
Presentation Notes
Cash handovers – Op INCA – Sharon ROPA handing over $1M to Tamil Indian at the rear of Footscray supermarket.  Indian “cuckoo smurf” proceeds through multiple compromised bank accounts from Singapore / Malaysia remitters.

Drug trafficking is commonly (but not always) a cash transaction

Dirty Money being Laundered – Literally!!!   Perth job – approx $1M after being buried is being washed and dried.



Seizing assets and the 
proceeds of crime 
(CACTF) 
 
Unexplained wealth 
investigations and/or 
ATO assessments 
 

Criminal Asset Confiscation 

Presenter
Presentation Notes
The black Lambo was an Adelaide job - its owner was a drug trafficker in Adelaide - he kept his Lambo in Melbourne (distancing himself from his assets) and would fly over for 12 - 24 hours, "cruise the streets, pick up chicks", go to nightclubs and generally behave like the "cashed up bogan" he was, before flying back to Adelaide to continue his drug dealing. The car was garaged in an Apartment building in Docklands, in a space rented under a false name. 
 
The cash in the suitcase was a ML team job - the Finnish Pilot and his Chinese wife - they flew in and went and picked up the suitcase from a hotel - he has entered a plea of not-guilty and will face trial next year, she plead and is either still inside or has been deported. 
 
The ring (which is VERY ugly) and the earrings are Kim's - don't forget the bit that she had fakes made and would wear the fakes when meeting lesser syndicate members and save the real things for meetings with important people. 




QUESTIONS ? 
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